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NOTICE OF PROPRIETARY INFORMATION

ALL INFORMATION CONTAINED IN OR DISCLOSED IN THIS DOCUMENT, HEREINAFTER CALLED
‘CONFIDENTIAL INFORMATION'. BY ACCEPTING THIS MATERIAL, THE RECIPIENT AGREES THAT THIS
CONFIDENTIAL INFORMATION WILL BE HELD IN CONFIDENCE, AND WILL NOT BE REPRODUCED,
DISCLOSED OR USED EITHER IN WHOLE OR IN PART, WITHOUT PRIOR PERMISSION FROM TATA
CONSULTANCY SERVICES.
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DESCRIPTION

This guide explains the procedure for using the TCS-CA issued digital certificate in Microsoft Outlook
XP.

MICROSOFT OUTLOOK XP AND CERTIFICATES

Microsoft Outlook XP  supports a standard called Secure Multi-Purpose Internet Mail Extensions
(S/MIME), which uses RSA encryption technology. At the core of any S/IMIME client, the sender will find
support for the Public Key Cryptography Standards (PKCS). S/MIME clients (including Outlook 98 and
Netscape Communicator) use the PKCS #7 Cryptographic Message Syntax, which defines the basic

structure of the digital signature and envelope.
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SETTINGS TO CHOOSE VALID DIGITAL CERTIFICATES

1. Select Options... from the Tools menu.
2. Select the Security tab of the Options dialog.

options 2]

Preferences I MaiI'Set'LlpI il i:u':urmatl Speling  Security I_Other |

Secure e-mail
i W Encrypt contents and'att_aﬁhments For outgaing messages
% WV add digital signature to cutgoing messages
W send clear kexk s_igr_n_ed.mesa'agé when sendiruj sigried messages
[ Request secure receipt For all S{MIME signed messages

DietaultSettng: -

Secure content
@ Security zones allow you to customize whether scripts and active

content can be runin HTML messages, Select the Microsaft
Internet Explorer security zone to use,

Zone: ie Restricted sites j Zone Settings...

Digital IDs {Certificates)

% Digital 105 or Certificates are documents hat allow ol £ prosve your
g idenkity in electronic transackions,

ImportlExport; .. | Get 3 Digikal 10 |

K, | Cancel I e |

Click on the Setting tab as shown in the above screen-shot.

You will be displayed the Security Settings page as follows
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Change Security Settings

Security Setting Preferences:

Secure Message Format; iS,l'MIME j

Settings Mamie:

I Default Security Setting Far this Secure Message Farmat

I Eefault Serurity Setbng for all secire messages

Security Labels, ., | Mew DElete I Basamord, . |

Certificates and Algorithms

Signing: Cerkificate: I ( | Choose, .. |
Hash Slactithrm I ;I
Encrypkion Cart_lFic«ate': I Choose. .. |
Efictyptian algarth: I ;i

IV Send these certificates with signed messanes

o I Zancel

Enter some name for the Security Settings
Click on the Choose button for the Signing Certificate as shown in the above screen-shot
for choosing your signing certificate.

7. You will be given a list of Signing Certificates installed in your IE browser to choose from.
Select your signing certificate and click on “OK”.

Select Certificate § ﬂ_)ﬂ

Select the certificate you want ko use,

Issued to- Intended P...

Friendly name | Expiration =

= A cevr AR CONSW, cure Email Mane 12113 fl
Elsukh rootCA Secure Ema...  sukh 311072004
Edcaopera,.. TataConsu.. SecureEmal  Mone 10/21 /200
Elcasdmin.,. TataConsu... SecureEmal  Maone 10/21 /200
Edrandmin.,. TataConsu... SecureEmal  Mone 10421200

Edcandmin testCServerd  Secure Ema. {ERBICDBE... 7/15/2003

-
B W, Tty T ko e Smminem Crnnil Blmrmm 142 o
4 I k

2k | Cancel | Wiew Certificate |
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Please Note : The email address in the certificate should match your Microsoft Outlook email

account.

8. Your signing certificate will be selected. Then click on the Choose button for encryption

certificate as shown in the above screen-shot for choosing your encryption certificate.

Change Security Settings ]

2l

Security Setting Preferences
Security Seftings MName:

l Anish

£

Secure Message Format: IS."MIME

|__ Default Security Setting For this Secure Message Farmat

I mefaultSenity Setbng fiorall seciremEssages

Security Labels,., | PlEt. | Delete | Pasaward; |

ll

Cettificates and Algaorithms.

Signing Cerkificate: < I.ﬁ.hish kr, Stivastava >

Hash Algerithm: |SHAL

Encrypbion Cerificate: I

ErichypEiar Alaarith; I

nd these certificabes with signed messages

Cancel |

9. You will be given a list of Signing Certificates installed in your IE browser to choose from.

Select your signing certificate and click on “OK”.

Please Note : The email address in the certificate should match your Microsoft Outlook email

account.
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Select Certificate N, ﬂﬁl

Select the certificate you want ko use,

Issued Tasied by Intended P... | Friendly name | Expiration 4

Secure Emaill - Mone 1241 i

Elsukh rootCA Secure Ema...  sukh 311072004
Edcaopera,.. TataConsu.. SecureEmal  Mone 10/21 /200
Elcasdmin.,. TataConsu... SecureEmal  Maone 10/21 /200
Edrandmin.,. TataConsu... SecureEmal  Mone 10421200

Edcandmin testCServerd  Secure Ema. {ERBICDBE... 7/15/2003

-
B W, Tty T ko e Smminem Crnnil Blmrmm 142 o
4 I k

ok | Cancel | Wiew Certificate |

10. Your signing certificate will be selected.

11. Please check the box to send these certificates with signed messages.

Change Security Settings ) : N ﬂﬂ

Security Settinig Preferences:
Security Settings Mamie:

l Anish :I

Secure Message Format: ISIMIME =l

|__ Default Security Setting for this Secure Message Format

|7 Defaul Securit Setting Far al setire-messages

Security Labels... | R | DElete I Pasaword, |

Cettificates and Algarithms

Signing Certificate: nish K, Srivastava : 5

Hash &laorithr: |5Ha1

Encryvpkion Carl’:_lFicate'@nish k¥, Srlvastava ’ >

Encryption Algarithrn: |3DES

@nd t_i'u'es'n_a certificabes with *:,igr_ned.mesﬁgés

o | Cancel
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ENABLING SECURITY SETTINGS FOR MAIL ACCOUNT

Following steps will enable signing and encrypting all the outgoing messages from the sender’s account.
Before that you need to install the required certificates in the IE browser. Make sure both the Signing and

Encryption certificates are installed in the IE browser (Personal Store)
SETTINGS TO SIGN AND ENCRYPT ALL OUTGOING MESSAGES

1. Select Options... from the Tools menu.
2. Select the Security tab of the Options dialog.
3. Check Encrypt contents and attachments for all outgoing messages so that it is turned on.

4. Check Digitally sign all outgoing messages so that it is turned on.

Opkions i S T;{_ ilﬂ
Frofereres | Mol Setup | Mol Parmat | Spcbng | Securiy | other |

SEUE 8-
% R £ OnnTs A ARATNDETES 0] MU0 THssanas
chgital figmebure bo CutQoig Messages
e clear bet-sianed mesaage wihen sanding siorad massades
[ Rmquest cecure recaipt For all SIMENE signed mescagas

Diefaidt Sebbingy:  |Anish =} zettrgs..

Secure contenk =

; Sy 2ores Ao You o customize whether soipts and active

j conbent car be oo i HTPIL messages. Select B Micnosoft
inkarnet Explorer seety aone b use;

O [ pactrictad ikes x| ZoneSetings...

Digital 102 (Certficates)

Digital 105 or Certficates are documents that aliows ol 00 proves vour
Henky in sfectroni frarsactions.

ImpertyEcpert.., | et abigkal 1o, |

e e ||

Note: Microsoft Outlook XP includes the option to digitally sign and/or encrypt all the outgoing
messages. The sender shall confirm that most of the sender’s correspondents use mail software that can
accept digital certificates, while configuring this option. For the overwhelming majority of email users, it's
best to choose secure email option one message at a time.

Note: While sending mails if the sender’s digital certificate does not exist, Outlook will warn that the
message cannot be signed and prompt if the user wants to send an unsigned message instead. Similarly
while encrypting the message, if the recipient’s digital certificate is not available the Outlook
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warns that the certificate is not available and if the user wants to send the message as an

unencrypted message.
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SENDING INDIVIDUAL SIGNED AND ENCRYPTED OUTGOING MESSAGES

Incase the sender does not want to activate the option to sign and encrypt all outgoing messages but

wants to sign/encrypt certain outgoing messages, it is possible with Microsoft Outlook XP.

1. Create a new email by clicking on the New Mail button.

2. The New Message composition window will open.

3. Click on the Options button from the menu bar.

'l Test Sign & Encrypted Message - Message - Microsoft Word ol | | -|D|ﬁ[
: Ele Edi "ijjaw Tnsert Format  Tools: Table ProSioner  ProSigner .ﬂindow Help X
2eHBN SRy iR oo QBORE S T 2
2 4 [Hersial+ arial, ][ esprulEs==s|s=e = E-A- 2

4

gt - @O !4 v (Eodions. SYHmML

4 To, |Donventhan@atc.tcs.cn.in

Sui:uject: |Test Signed|Message

21—

Thig is a Test Message

L1 | E B

Bage G At In ol REC TRK EMT OVR Engishius B p
&l

4. Click on the Security Settings Tab on the dialogue box.
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Mes<age Options ol I

Message sefhings ——————

Impatkance:; | nrrn:l I

21

Security
-hange security settings For this message.

-='\-'pi:ing and Tracking options

Sensitivity: Nnrmal Securiby Setbings. ..

r‘] :
B,

™ Use voting buttans; l
™ Request a'delivery rE§€ei|jL‘ For this message

r Request & read receipt for this messans

Delivery cptions

[ Have replies serk fo: |

Seleck Mames. .. |
BrowsE, .. |

[V Save sent miessage ko) Iﬁn_ant,ftems,

[ Do nok deliver before: |Ncne

| [rzooam

I Expires after: [ 7| Jizonan 7
Attachment Format: | Default ~]
Encoding: | uto-select x|
_ Contacts.. | |

Categaries. .

5. Check the boxes for Signing/Encrypting the mail as required.

2]

; rncewpk message conktents and attachments

dd digital signature to this message

v send Ehis message as clear texk signed

I Reqguest secure receipt Far this message

Security Settings
Security sekking:

v‘l Change Settings. .. I

j EOrH TS, . . |
=l

I = Aubomaktic =

— Security Label
Policy Moduls:

I =Mone =

Elassification: I

Priwacyddark::

Cancel
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Click ok to close the dialogues.
Click on the send button to send the message.
8. If you don't have the encryption certificate for the recipient, then the message will not be

encrypted. The following dialogue will be shown.

Encryption Preblems ] il _ x|

Microsoft Outlook had problems enceypting this message because the
' following recipients had missing ar invalid certificates, or conflicking or
L]

unsupported encrypion capabilities:

pooventhan@ate. kos.co.in

Contirue will encrypt and send the message buk the listed recipients
rmay nok be able to read ik,

" Send Unencrypted | 3 Continue | Cancel I Help

9. Click on Send Unencrypted button. In this case, the mail will be digitally signed but not

encrypted.

When the sender send a signed email, the sender’s private key is used to digitally sign the message.
Depending on the private key security level the sender established when the sender first installed the
sender’s personal digital certificate, when the sender click on the Send button, the sender may receive
either an OK/Cancel prompt or a prompt for the sender’s private key password. If the sender selected a

private key security level of "Low", the message will be sent without warnings or prompts.

The sender can send encrypted email to anyone who has a digital certificate. Simply ask the sender’s
correspondent to send the sender a signed email or the certificate file as an attachment. Once the sender
has received a signed email, the sender's email program will store the sender correspondent’s digital
certificate in the sender’'s email address book. Once the sender have the other persons digital certificate

in the sender’s email address book, the sender can encrypt all email to the correspondent.
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RECEIVING SIGNED MESSAGE OR ENCRYPTED MESSAGE

While receiving signed messaged from others, the receiver can click on the from name at the top of the
message using the right mouse button and can add the other’s digital certificate to the address book.
When this is done the certificate and public key information is stored in the address book and you will be
now able to send encrypted email to this person.

When the user receives a signed message, the recipient email program uses the public key attached with
the message to verify the signature.

When the sender receives email, which is signed, and/or encrypted, the message will have the
appropriate icon attached to it. The following is a typical signed mail.

% Test Signed Message - Message (HIML) - US-ASETE i =|of x|

JEiIe Edit Wjew Insert -Format Tools -Actions Help |

J.Ed&eply | €% Reply to Al | 48 Forward |§ | v ||:&|" X| P Aﬂ @ ,!

From; Anish Kr Srivastava [anish@atc, tes.coin] Sent: Wed 4/30/2003 2:33 P
To: pooventhar@ate bos.co.dn
Ci;

Subject: Test Signed Message

o ccuriby! Sigried B @
=

This is a Test Message

The red icon indicates that the message is a signed message.

The blue padlock indicates that it is an encrypted mail. The receiver can click on these icons to examine

the details of the certificate used to sign and/or encrypt this message. The following is the screenshot for
the signed mail.
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Digital Signature: ¥alid ) ﬂﬁl

El Message:  Test Signed Message

This message is digitally signed by:

C=IM; 5=Andhra Pradesh; L=Hvderabad; Ol=_Class 3 Certificate;
QL=ATC; O=India PKI; O=Tata Consultancy Services;

' Signakure: Yalid
' Contents not altered after message_i.-‘-,lagsignei:l
+ Certificate not revaked
W CE;r:tiFitate nok expired
" Certificate trusted

v always warn me before opening messages with invalid signatures

Wiew Certificate, .. Edit Trust...
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